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1. ABOUT THIS
DOCUMENT

This document Is a compllation of the outcomes of
the research component of a small project entitled
"Putting cybersecurity on the rights track” that the
Association for Drogresswe Communications (APC)
implemented during the course of 2019 with the
participation of APC members.




2. THE PROJ

ECT

"Putting cybersecurity on the rights track” was supported by the

Mozilla Foundation. Its goal was to enable the APC network to
develop a research and advocacy strategy to ensure that cyber-
security policy and norms are influenced by civil society and

rights-based approach.

orogressive techie voices so that these policies integrate a

The project bullt on the pre-event on a rights-based approach to
cybersecurity organised by APC at the 2017 Internet Governance
Forum In Geneva.! Based on the outcomes of that event, APC
identifled what i1t believed to be the primary challenges for civil
soclety In relation to the cybersecurity landscape:

+ The sidelining of civil soclety from

+ The fragmentation of Cybersecurl

+ The rights and security "balance” myth.
* The “cybersecurity Is a national security iIssue” myth.

cybersecurity processes.
'y processes.

1. Brown, D, & Esterhuysen, A. (2018). A rights-based approach to cybersecurity: A pipe dream or a critical means to a secure and sta-
ble internet? Recommendations and considerations from a 2017 Internet Governance Forum pre-event. APC. https:/www.apc.org/

en/node/34804
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+ A lack of common understanding and strategy among
progressive non-state actors (rights defenders, civil society
organisations, technologists, progressive internet companies
and ethical hackers).

Strategles identified at this event by APC and its partners and
members to address these challenges included:

» Deepening discourse: This can be done by connecting anc
combining the “rights” approach used by civil society organi-

sations working in the digital space with the "network security
approach used by engineers and cybersecurity tech experts.

+ Debunking myths: Through research and evidence, we can
debunk the “security vs rights” approach, as well as the 1dea
that cybersecurity should be dealt with primarily through
‘national security” strategies.

+ Connecting people, movements, sectors: In particular, this

involves bringing technologists and human rights experts

together so that they see the challenges through one anoth-
er's eyes. We also want to use opportunities such as the Global
Commission on the Stability of Cyberspace to develop rights-
based norms.

+ Moving out of civil soclety's comfort zone: By promoting
opportunities for civil society to participate in and speak at
mainstream cybersecurity events, we will contribute to break-
INng down silos, gaining knowledge and developing tactics
which will strengthen rights advocacy.

N

The "Putting cybersecurity on the rights track” project sought to
move forward the implementation of some of these strategies
through the development of the following key activities:




+ Conducting a survey of APC members to establish a baseline
of thelr cybersecurity-related perceptions, understanding and
concerns.

+ Mapping the ecosystem of who the key actors are and
where critical cybersecurity decisions are being made
(globally and regionally) to identify opportunities to advance
human rights-based approaches to cybersecurity and identity
where the main threats to human rights-based approaches to
cybersecurity lie.

+ |dentifying and documenting case studies where APC
members approached a cybersecurity challenge from a
human rights perspectives in order to extract some lessons

that can be shared.

» Visualising the ecosystem to map the Issues, actors, Institu-
tions and processes making up the cybersecurity universe

+ Building a longer-term research agenda.




“Electronic communications and media can
be used to track, intimidate and manipulate
people. Human rights is a political issue and
as such, technology is just another tool in the
political arsenal. People who advocate for the
rights of the technologically excluded, might
not be aware of these new weapons that can
be pointed at them, to silence them or paint
them in an unfaithful light.”
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Africa Limited, Woman of Uganda Network (WOUGNET),
Wikimedia South Africa, and Zenzeleni Networks.

Survey questions focused on their definition of cybersecurity,
what threats they are experiencing, trends in the countries where
they live, how they see the relationship between gender, human
rights and cybersecurity, and what they would like to see in an
APC cybersecurity and human rights research agenda. Appendix
1 Includes a detailed report on the survey.

Section 4 below presents the key research findings, building on
the survey results, complementary desk research and insights
from further work in the area carried out by APC staft. It Is also
based on the outcomes of the December 2017 event mentioned
N section 2 above.

As part of this project, three cases from within the APC member
network of attempts to integrate human rights into cybersecu-
rity initiatives or "putting cybersecurity on the rights track” were
explored. Summaries of these case studies and lessons learned
from them are presented in Section b.

10



“Cybersecurity includes the necessary state of trust,
both real and perceived, in the internet, networks,
applications and devices that provides sufficient
confidence In users for their continued use.”




4. RESEARCH

FINDINGS

4.1 What i1s cybersecurity?

For civil soclety-based hu

orocesses and institutior

man rights defenders to be effective

N their advocacy to "put cybersecurity on the rights track’,
they need a deeper J“derstandmg of cybersecurity I1ssues,

s. This includes knowing more about

decision-making bodies, norm-setting institutions, standard-
setting bodies, current cybersecurity initiatives and the technical

aspects of security, threa

s and attacks. It also requires

fam|\|ar|ty with the language of cybe"securlty — terminology,

Jargon and tone. And ulti

mately, it will require a new languaqge,

with new terms and concepts that assert and make visible the

Inks between cybersecurity and human rights.

Two concurrent trends have toregrounded cybersecurity: the
INncreased dependency on the internet in people’'s day-to-day lives,

on the one hand, and, on

the other, Increased threats and attacks.

12



As these threats become more commonplace, sophisticated and
severe, It IS no wonder there Is Increased focus on strengthening
cybersecurity by governments, industry and the technical com-
munity alike. However, these efforts to strengthen cybersecurity
often “iIgnore the human rights dimension, or worse, view human
rights as an iImpediment to cybersecurity.” This assumption Is
noth dangerous and misguided. Civil soclety organisations,
human rights defenders, journalists, and many others working
for soclal justice are frequent victims of attacks and threats
from both state and non-state actors. Cyber-insecurity limits the
extent to which the internet is trusted as a vehicle for freedom of
expression and assoclation, for the exercise of civil and political
and social and economic rights. To make matters worse, often
the responses by states increase insecurity for civil soclety ac-
tors — such as, for example, restrictions on the use of encryption
tools. Cybersecurity Is clearly a human rights i1ssue, and should
De treated as such.’

There Is no universal definition of cybersecurity, and the different
ap:)roaches 0 defining or describing 1t reveal how politicised the
concept is. It can mean the security of the digitised information
and communications — including secrets — of states and com-
panies. It can also mean being secure from crimes that are com-
mitted through the internet, or that target digital information and
communications systems. It can also simply refer to the security
of Internet infrastructures, protocols and systems.

The term cyberseCLrlty can be used to frame just about any
threat and convert it Into a cybersecurity 1Issue. Depending on
whether the term Is being used by policy makers, activists, the
media or civil soclety, there are a set of competing narratives and

2. Brown, D., & Esterhuysen, A. (2019, 28 November). Why cybersecurity is a human rights issue, and it is time to start treating it
like one. APC. https:.//www.apc.org/en/node/35879
3. This section of the document draws extensively on the article by Deborah Brown and Anriette Esterhuysen cited above.
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issues falling under the label of cybersecurity; they tend to
involve a combination of information security 1Issues and threats,
threats to corporations and property, threats to "national secu-
rity”, as well as threats to human beings (including citizens and
civil society).

From the perspective of “putting cybersecurity on the rights
track’, the definition developed by the “Internet Free and Secure”
working group of the Freedom Online Coalition (FOC), which was
composed of technologists, human rights experts and govern-
ment representatives, Is Instructive. Drawing on the International
Organization for Standardization 27001 standard,* they define
cybersecurity as "the preservation — through policy, technology,
and education — of the availability, confidentiality and integrity of
information and its underlying infrastructure so as to enhance
the security of persons both online and offline.™

From the survey of APC members (see Appendix 1 for a detailed
report on the results), it is evident that APC members feel that
gender needs far greater consideration in cybersecurity. The
point was also made that cybersecurity looks different to differ-
ent people or groups. Women confront different threats online,
such as harassment, which is not usually considered in cyber-
security design. People who access the internet via mobile phone
face different threats to those who use computers and need
different solutions.

INn response to a question on how they define cybersecurity,
some APC members offered a purely technical definition of
cybersecurity; for example, maintaining the “integrity and stability
of data and networks’, and “safeguarding internet systems from

4. https://www.iso.org/isolec-27001-information-security.html|
5. https://freedomonlinecoalition.com/working-groups/working-group-1
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compromise”. But most of the definitions they proposed hac
both a technological and human focus — tfor example, “Cyber-
security is the protection of the internet [so] as to ensure that
Deople are safe when they use it and that no harm comes to
them because of the way other people are using it

Privacy, safety and trust were other themes that recurred In the
definitions people put forward. Some definitions also incorporat-
ed security both online and offline.

Responses touched on the notion of stability as being an
expression of security. The Global Commission on the Stability of
Cyberspace (GCSC), which very deliberately focuses on stability,
not Just security, defines cyberstability as follows:

Stability of cyberspace means everyone can be reasonably
confident In their ability to use cyberspace safely and
securely, where the avallability and integrity of services and
iInformation provided in and through cyberspace are generally
assured, where change I1s managed In relative peace, and
where tensions are resolved In a non-escalatory manner.®

One of the respondents described the complex and multi-layered
nature of cybersecurity: “Security only exists in layers, and some
of them are organisational and social, while most of them are
purely technical.’

The Feminist Principles of the Internet” do not have a principle
dedicated to security, but make several references to the impor-
tance of being secure and safe online.

6. https://cyberstability.org/report/#note-13
7. https:/teministinternet.org
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The African Declaration on Internet Rights and

-reedoms (APC

and APC members contributed to the drafting) addresses securi-
ty and stability, together with resilience, in 1ts ninth principle:

Security, Stapility ana
has the right to benefit from secur
of the Internet.
Internet shou

trustworthy network.

Different stakeholders should cor
der to ensure effectiveness Iin adc

monitoring and

by state or non-state actors fundamenta
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blic resource, the
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individuals, devices and networks should form

8. https:/africaninternetrights.org/articles

9. https://privacyinternational.org/learn/cyber-security
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PROPERTY
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‘Information security” has been used much more narrowly to
refer to the security of technology and information: computers
and devices, networks, and data information systems. Cyber-
security Is more than just the technical area of information
security, 1t Is more than just the protection of information.
Cybersecurity should have people at its centre, rather than bytes
and bits.

At the 2017 Internet Governance Forunr pre—evenﬂO entitled
‘A rights-based approach to cybersecurity’, there was broad
consensus that:

Cybersecurity cannot be equated with national security or
achieved through a narrow national approach. At the same
time, threats to national security posed by cybersecurity at-
tacks or vulnerabilities should not be dismissed, nor shoulad
the responsiblility of states for national security — provided
they approach It as encompassing the security and human
rights of their citizens — be disregarded. However, the fact
that national security Is iImplicated does not justity cyberse-
curity decisions being made under a shroud of secrecy."

APC adopts a human rights-based approach to cybersecurity,
which sees cybersecurity through a substantially broader lens
than just a technical one. Neither does It see cybersecurity as
Just focusing on state or corporate security.

Seelng cybersecurity through a wide lens can be beneficial. A
broader definition of cybersecurity that embraces the notion of

10. The event was organised by the Association for Progressive Communications (APC), together with the Centre for Communica-
tions Governance (CCG) at the National Law University, Delhi, the Centre for Internet and Society, Derechos Digitales, the Citi-
zen Lab, Global Partners Digital (GPD), the Internet Society (ISOC), the UN Office of the High Commissioner for Human Rights
(OHCHR) and Privacy International.

11. Brown, D., & Esterhuysen, A. (2018). Op. cit.
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terception of people’s communications. It can also serve to put
humans at the centre of security. But a broader definition can

ch as “securitising” internet gover-

nance issues, and thus bringing them under the national security
agendas of states. This Is discussed further below.

Cybersecurity threats: A

what they saw as |

tions and to people they work with @
civil soclety In general. Many felt tha

PC members were asked to reflect on

mportant cybersecurity threats. They were
asked to list threats to them persona

ly, threats to their organisa-
rectly, as well as threats to

' the threats were the same

for all three cateqgories, or listed overlapping threats.

Personal threats:

private and state actors, hacking anc
ments and criminals, ma

Personal threats Ir

cluded survelllance from
phishing by both govern-

ware, data breaches and leaks, identity

theft, fraud and theft of data, inadequate data protection mea-
sures, profiling and data collection, fake news, harassment and
coordinated attacks against vulnerable people, hate speech on-
Ine, and online gender-based violence.

Threats to organisations and co-workers: When asked to list

isted by responde

sonal threats ment

threats to their organisation and those they worked with, threats

nts were almost entirely the same as the per-

oned above. Thre

ats In this category not

mentioned previously (under “personal threats”) included distrib-

12. A distributed denial of service (DDoS) attack is a deliberate and malicious attempt to disrupt access to the targeted website or
mail server by dramatically increasing normal traffic to this server. Cloudflare describes this as being “like an unexpected traffic
Jam clogging up the highway, preventing regular traffic from arriving at its destination.” For more information visit https:/www.
cloudflare.com/learning/ddos/what-is-a-ddos-attack
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CYBERSECURITY
THREAITS

THREATS TO CIVIL SOCIETY

Threats to civil society largely overlapped with
personal and organisational threats but included

PERSONAL TH REATS the use of technology for manipulation through

misinformation or targeted news feeds, or

When survey respondents were asked monetising harmful content, as well as securiti-
to list threats to them personally, they sation by governments of cybersecurity threats.
mentionedsurveillance from private As discussed above, this i1s used as a rationale
and state actors, hacking and phishing for survelllance of people’'s communications and

by both governments and criminals, mal-
ware, data breaches and leaks, identity
theft, fraud and theft of data, inadequate
data protection measures, profiling and
data collection, fake news, harassment
and coordinated attacks against
vulnerable people, hate speech online,
and gender-based online violence.

use of the internet, as well as content control.

NATIONAL, REGIONAL AND

INTERNATIONAL THREATS
TH REATS To Respondents were asked to list national, regional

and international threats. Again, the threats they
ORGAN ISATIONS listed overlapped almost completely with the

threats mentioned above. A recurring theme with
AND CO-WORKERS regard to national and regional threats was lack

of data protection frameworks in many countries
— and globally. National and regional threats not
mentioned above included signal jamming and
shutdowns.

When asked to list threats to their organisation
and those they worked with, threats listed by
respondents were almost entirely the same as
the personal threats mentioned above. Threats
In this category not mentioned previously (under
“personal threats”) included denial of

service attacks and spam.



Cybersecurity decision making at national and regional level

The survey asked respondents to list the Institutions involvea
N cybersecurity processes In their countries and regions and
whether there were legislative instruments in place or under
development. They were also asked to reflect on the nature of
decision-making processes — In particular, whether they are
inclusive of all stakeholder groups. Common factors that stood
out for most respondents were that:

» Cybersecurity 1s generally the concern of multiple institutions
N government and iIn most places there Is a lack of clear
coordination. This makes 1t very difficult for civil society to
participate In and influence relevant processes, even It they
manage to gain access In one way or another.

» Legislation 1s being developed in all countries covered by

the research. In some places, laws are In place, but In most,

they are being developed. There are often overlapping lega
nstruments.

+ Cybersecurity decision making and policy at national level have

negative, or chilling, iImpacts on human rights online in most

dlaces. At times, these Impacts are direct and intended by
repressive legal instruments. But iIn most cases, they seem

to be indirect or unintended, resulting more from not enough

consideration being given to human rights, than from states

deliberately using cybersecurity to restrict rights. This Is an
important finding and suggests that there i1s a window of
opportunity for civil society and other stakeholder groups to
ralse awareness, and to insert human rights considerations

INto cybersecurity processes.

* [N response to the question on whether cybersecurity processes

involve all stakeholder groups, most respondents said they did

22



not. It 1s clear that the multistakeholder approach that has
taken root to quite a large extent in broader internet governance

processes IS not being épp\ied consistently in the field of cyber-

security.

4.2 Securitisation of cyberspace

Cyberspace, and as a result cybersecurity, are such broad con-

CE

nts that people end up Including all kinds of issues under the

cybersecurity rubric. Issues that are very different in nature, such

as credit card fraud, sexual harassment, recruiting of so-callec
rorists, distribution of child sex abuse material, or ransomware
racks, are bundled together and seen as cybersecurity con-

e
at

cerns, resulting in the “securitisation” of everyday internet
challenges and internet governance concerns.

This securitisation can have a positive or negative effect. On the

nosltive side, it can help attract the attention of policy makers to
issues that are overlooked, such as harassment and other forms

of online gender-based and violence. This heightened attention
can lead to iImproved collaboration among business, the techni-

Cd

community and government in practical ways that increases

the safety and security of affected people. But it can also lead to
top-down state-centric responses that do not consider the partic-
ipation of the people affected, or the social and technical aspects

of the problem. It can result in securitised solutions which are
- only not effective, but can create new problems and violate
basic rights such as freedom ot expression and association.

No

O

ften Infanta

r

n the case of gender-based violence, these so-called solutions

iSe women, positioning them as defenceless

victims who are like children, unable to defend or protect them-
selves against violence, and who therefore need to be protected
by the state.
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CYBERCRIME

Cybercrime and cybersecurity: Separate but linked

One of the most common consequences of the securitisation

of cyberattacks and threats Is the bundling together of cyber-
security and cybercrime. This Is a narrative not only led by
states; many In civil soclety also do not consistently recognise
the difference. Most APC members who responded to the survey
mentioned that legal instruments to address cybercrime and
cybersecurity are being developed In their countries and in most
cases these instruments do not distinguish between cybercrime
and cybersecurity.

Efforts to put cybersecurity on the rights track should give very
serious consideration to the differences between cybercrime and
cybersecurity. Both are important and both have human rights
implications. Perhaps the difference iIs that while cybersecurity 1S
broadly and essentially a human rights issue, cybercrime 1s not a
human rights i1ssue, but efforts to address 1t should comply with
human rights standards.
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cybersecurity and stability

Survey responses to the question on the relationsr
human rights and cybersecurity conveyed a very ¢
cybersecurity 1S needed to

only a human rights issue, It IS a precor
to enjoy and exercise human rights onl
very succinctly: “Deprivation of my cybersecurity denies me the
abllity to defend human rights’’

Respondents
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on respect for the right to privacy. Encryption is vital to both.
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The survey results indicate that APC should build a rights-based
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PC members In response to the survey to revisit
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inition of cybersecurity that iIs human-centric, embraces the
tion of stability, and recognises that d
N profound

fferent people experti-
y different ways.

tributions from
the GCSC defl-

nition of cyberstability and the FOC definition of cybersecurity, for

example, inserting a gender angle into both. The

—eminist

2rin-

ciples of the Internet could also consider developing a specific
ple, or at least a strategy that addresses cybersecurity anad

P
S

rINCI

tability from a gendered feminist perspective.
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9. LESSONS LEARNED

FROM APC MEMBER

EXPERIENCES
OF PUTTING

CYBERSECURITY ON

THE RIGHTS TRACK

A

P(C conducted three case studies from within its member net-

work of attempts to Integrate human rights into cybersecurity
tiatives or "putting cybersecurity on the rights track”. The case

Ia

ot

case studies focused or

udies were from Bang

adesh, Kenya and South Korea. Al

INntegrating human rights concerns

three
INto

cybersecurity efforts, but differed at the level of geographical
and institutional context. The Bangladesh case study focused
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on Bytestorall Bangladesh's advocacy through the Take Back the
Tech Bangladesh'* campaign. Tack Back the Tech Bangladesh
almed to Increase awareness of cybersecurity ISSUes, In
particular the intersection of cybersecurity and violence against
women. The Kenyan case study examined the Kenya ICT Action
Network's engagement with the development of a cybersecurity
01ll that could potentially threaten privacy and cybersecurity

N Kenya. The South Korean case study focused on efforts by
civil soclety, including APC member Jinbonet, to reform the
state Intelligence apparatus to provide greater protection for
human rights.

Take Back the Tech Bangladesh, part of an annual global cam-
Dalgn against online gender-based violence implemented by APC
Member Bytesforall Bangladesh, aimed to increase awareness
around the increasing relevance of cybersecurity 1Issues as

more users, particularly women and youth, begin to access the
internet in Bangladesh. These issues included online harass-
ment, cybersecurity Issues, privacy, cyberbullying, and threats to
and wo\ence and abuse against bloggers and sharers of internet
content.

N this case, advocacy combined with existing state structures
for dealing with cybersecurity helped integrate human rights
concerns by looking at Internet-mediated gender-based violence
through a cybersecurity lens. This was achieved through a
mixture of awareness raising (in the form of a campaign) and
consultations with relevant stakeholders through workshops that

14. Take Back the Tech! is a collaborative campaign to reclaim information and communication technology (ICT) to end gen-
der-based violence initiated by APC. Many APC members, including Bytesforall Bangladesh, run localised Take Back the Tech!
campaigns every year. For more information visit https://www.takebackthetech.net
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aimed to both point towards solutions and amplity marginalised
voICces In cybersecurity debates. The workshops, along with con-
sultations with policy makers, were the main mechanisms used
by the Take Back the Tech Bangladesh campaign for advocacy

and outreach. Tr
advocate for bett

e workshops and consultations helped to
er policies and practices that put cybersecu-

rity on the rights track, with a particular focus on the rights of
women and marginalised communities. The campalign thus also

almed to have, and had, direct In

fluence on policy makers.

The Bangladesh case study was not just a campalign aimed at

priorities.

INncreased Internet access.
to and understanding people's issues In order
and frame advocacy In ways that are relevant

also a multistakeholder campaign aimed at
alising and mapping new human rights i1ssues arising from
t points to the Importance of listening
to conceptualise
to their needs and

INcreasing awareness about new cybersecurity 1Issues, but was

identifying, conceptu-

The Bangladesh example also illustrated how civil society can

effectively naviga
of engagement w

e a challenging landscape and identity sites
th the government. They interacted with the

government's Cyber Security Helpdesk around reports on cyber-
security, with policy makers on cybersecurity policy, and with

techies on conceptualising how solutions can be developed ana
ON Mapping cybersecurity events.

The other two Initiatives aimed to put cybersecurity on the

human rights t
es rather than

The Kenyan case involved

‘ack through engagement w

through awareness raising a

Jig

C

legislative process-
advocacy.

oublic and multistakeholder consulta-

tion and engagement around a draft cybersecurity bill that could
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tank” and A

rity bill introduced In
and best practices from KICTANet's engagement with the con-
sultations around the bill.

The South

aws affecting In

Kenya. The case study highlig

gence agency, the National Intelligence Service. Th

Progressive Networ
was a key actor In this process.

DossIbly threaten freedom of expression, the right to privacy, and
Internet access in Kenya. It looked at how the Kenya ICT Action

Network (KICTANet), a self-described “‘mul
PC member organisation, engaged wi

tistakeholder think
th a cybersecu-

hts challenges

Korean case study dealt with civil soclety engagement
in the discussion and action around the review and reform of the
telligence gathering and the South Korean intelli-

e Korean

< Jinbonet, an APC member organisation,
The case study highlights con-

cerns and best practices that emerged from this experience of
engaging with law reform and cybersecurity debates in a country

Whereas the Kenyar
tation process wit
llament, the South Korean case study
ning the National
ate security. The means of refor
form the role

SU

piIll |

O-C
ty

The Ker
thread
iINnternet
ISSUES S

N which there has

in pa

reform laws gover
the custodian of s
proposing a bill into
the National Intell

Deen little engagement — un
civil society with cybersecurity governance.

til recently — by

case study Is of a policy deve\opment con-

'h KICTANet members raising objections to a

parllament that would try to re

yan and Sou

lgence Service, and take some
for cybersecurity out of its domain and control.

ooks at efforts to
ntelligence Service, which 1S

m 1S through

of 1ts authorl-

th Korean case studies have a common

Jnmng through them of opposing the securitisation of
ISsues — the narration of 1Issues as existent
uch that they are removed from the norma

|a\securny
configuration

of governance and brought onto the security agendas of states,
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which has implications for I
botential human rights iImpli

control.

ow they are govemed as well as
cations. They are Iin a sense also
egislative and discursive practices of “de-securitisation” — bring-
INg control over the discourse of security Issues away from the
state and attempting to put them under civilian or parliamentary

The Kenyan case looks at opposition from civil society to the
securitisation of internet i1ssues through proposed cybersecurity

freedom of expression. W
the Kenyan constitution, t

egislation that would have negative effects for privacy and
ith public consultations, mandated by
nere IS an opportunity to not only de-

securitise but to mainstream human rights into the discourse
and legislation around cybersecurity.

troduce a draft bill that wou

n the South Korean case, there was a civil society effort to In-
d bring some of the functions of the

state security agency under civilian control. Jinbonet's engage-
ment with a task force comprising civil soclety and experts

also aimed to de-securitise cybersecurity Issues as well as to
mainstream human rights into the discourse and legislation
around cybersecurity. This was done by working on legislation to
propose a bill to parliament (the National Assembly) rather than

consulting around or opposing an already proposed bill.

Since South Korean civil soclety has little experience In for-
mulating cybersecurity bills, t

case of capacity builc

tive processes, as we

INg of C

he case study also represents a

VIl soclety In engaging In legisla-

| as more broadly putting cybersecurity
on the rights track. In addition to being a capacity building exer-
cise, there were elements of awareness raising and advocacy.
The South Korean case study also contributed to the building of
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rights-respecting cypbersecurity discourse in a situation in which
most of the previous discourse had been state-centred.

The Bangladesh case Is clearly an instance of civil soclety
groups putting cybersecurity on the human rights track. Unlike
the other cases, the Take Back the Tech Bangladesh campaign
relied on securitisation of various security, social, internet and
human rights issues and placing them onto a vv|der agenda. In
the Bangladesh example, there was a need to securitise certain
ISsues, and to put 1Issues on the cybersecurity agenda, whereas
N the other examples, there was a need to de-securitise certain
issues by taking them oft the national security agenda, and thus
narrowing It.

Depending on context, both securitisation and de-securitisation
are discursive practices that can be strategic in putting cyber-
security on the human rights track.

5.1 Best practices for putting cybersecurity on the
“rights track” identified from the three case studies

Both securitisation and de-securitisation can be useful in put-
ting cybersecurity on the rights track — the best option will be
dependent on the configurations of the societies and countries
Involved

In South Korea, current cybersecurity discourse and legislation
concentrate cybersecurity functions under the state, especially
ts secretive and less transparent intelligence and state security
arms. The case study Involved a strategy of de-securitisation
that aimed to give civil soclety and parliament more powers,
voice and oversight over cybersecurity.
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The Kenyan case study was a case also of de-securitisation,

or more specifically, fighting back against the possibility of the
spectre of encroaching securitisation through increased powers
of the state over cybersecurity.

The Bangladesh case 1s an example of where securitisation of
security 1Issues can also put cybersecurity on the rights track.
Gender-based violence and internet-mediated gender-based
violence had not previously received enough attention from the
state and were generally not seen as cybersecurity ISSues. Secu-
ritisation was a necessary strategy to put rights (especially those
of women) on the cybersecurity and state agenda.

The case studies demonstrate that both widening the cybersecu-
rity agenda (bringing issues onto the cybersecurity agenda) and
narrowing the cybersecurity agenda (taking issues off the cyber-
security agenda) can be helpful in putting cybersecurity on the
human rights track. Again, this Is dependent on the societal and
political context.

The South Korean case was a case of narrowing the cybersecurt-
ty agenda as It was an attempt to take powers and responsibilities
away from the state and thus off the cybersecurity agenda through
a particular focus on decreasing the powers of the National
Intelligence Agency.

The Kenyan case was a case of fighting back against the
widening of the cybersecurity agenda by taking more powers
away from the state. It also involved some widening through
putting Issues like privacy on the cybersecurity agenda.

The Bangladesh case involved primarily a widening of the cyber-
security agenda by bringing gender-based violence and freedom
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of expression onto the cybersecurity agenda in a country where
gender-based violence perpetrated online and violence against

bloggers and soclal media

Awareness raising Is fund

content creators are rife. Putting

these I1Issues onto the cybersecurity agenda helped to capture
the attention and focus of the state.

amental

All cases Iinvolved raising awareness about cybersecurity In

order to put cybersecurity on the human rights track. This can
be achieved through various means. In Bangladesh it was

achieved through campaig

NS, workshops and multistakenholder

consultation. In South Korea it was achieved through the act of
bringing together civil society and experts to formulate a cyber-
security bill, as well as though the socletal awareness that would
result from the actual bill being introduced into parliament, thus

attracting the attention of

by the constitution.

bolicy makers, the media, and by

Droxy, soclety as a whole. T
through engagement by a multistakeholder organisation,
KICTANet, and through the use of public consultation mandated

he Kenyan case created awareness

Capacity building 1s a good entry point for multistakeholder

networking

The workshops convened in Bangladesh helped to build the
capacity of different stakeholder groups to talk about their iIssues

N cybersecurity terms anc

to engage In advocacy.

KICTANet Is an example of a multistakeholder group that has
had 1ts capacity bullt over the years through its mailing list
as well as through public consultations bringing different stake-

holder groups together.
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Korean civil soclety and academics have previously not hac
much experience In engaging in cybersecurity policy formulation.
Bringing together experts and civil soclety groups helped to build
civil soclety's capacity to understand cybersecurity 1Issues, to
formulate cybersecurity policy and engage with legislatures.

Listening to and amplifying the voices of the marginalised/
affected communities is key

One of strategies used in the Bangladesh case study relied on
capturing and amplitying the voices of marginalised groups

(In particular women and social media activists) in society.

The workshops capturing inputs, strategies and opinions from
marginalised groups enabled "experts’, activists and policy
makers to gain insights into cybersecurity by listening to mar-
ginalised voices. These voices were then amplified through their
representation in multistakeholder forums that included policy
makers and through the Take Back the Tech campaign drawing
attention to groups who are often not taken into account. Listen-
INg to the voices, experiences and perspectives of people who
do not feel safe or secure online shifted the perception of cyber-
security and safety of experts and policy makers.

Multistakeholder approaches to cybersecurity are effective

All of the case studies point to the importance of the multistake-
holder approach. They all involved as actors a combination

of civil society (NGOs, activists and community groups), the
research and technical community (‘experts”), and policy makers
(politicians and parliamentarians), as well as internet users

N general.

36



“Gender, politics, economics, culture [and]
language, all have an influence In cybersecurity,
In the probability of risks, in the implications and
perceptions of effects, [and] on the harm that
can cause.”
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Thelr vocations or positions included directors, executive direc-
tors, researchers/analysts, business owners, advisors, network
administrators, volunteers, professors, consultants, computer
analysts, and the self-employed.

Below Is a summary of responses to the different thematic areas
covered by survey questions.

C. The relevance of gender to cybersecurity

When respondents were asked If they felt that gender mattered
to cybersecurity, responses varied. One respondent, identitying
as male, stated: “Gender, politics, economics, culture, [and] lan-
guage, all have an Iinfluence Iin cybersecurity, in the probability of
risks, in the implications and perceptions of effects, [and| on the
harm that can cause.’

Another respondent, a woman, answered: “Definitely, gender
ISsues are under-represented in cybersecurity. Women confront
different threats online not usually considered Iin cybersecurity
design.’

One male respondent felt that gender did not matter: "No — any
relevance 1s not pertaining to cybersecurity directly — cybersecu-
rity 1s about access control and security of electronics and tech-
nology. The motives for tampering with those, and demographics
of those who do, might involve gender, but the means do not’

Another male respondent felt that gender was relevant, “because
| am more assertive In my online environment,” suggesting that
men feel more secure online, and that It Is easler for men to
express strong views and opinions online than it 1s for women.
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D. Defining cybersecurity

Respondents offered a variety of definitions of cybersecurity,

which ranged from fairly narrow, to very broad. None of the
definitions linked cybersecurity to national security.

Broad, overarching definitions included:
+ "Cybersecurity I1s a collection of measures to preserve the integ-

rity of cyberspace, measures inr
the space Is not abused, that the space does not become
dangerous to the global econornr
+ "Cybersecurity 1S everythng relas
pertains to electronic comm

ight proportion, to ensure that

y, the global society.’
‘ed to privacy and security as It
unications and data — including the

means to safeguard It, respond to events as well as awareness

of the Issues. Many people do not realize how technology Is

fundamentally different from other things they encounter in the

thing commonplace, suc

N as password

real world, and as such are not aware of the iIssues — of some-

reuse.

» "Cybersecurity Is to maintain integrity and stability of data and

networks from various ir

» "Cybersecurity I1s protecti
and privacy.

1

under the CIA model — Cor
addition, cybersecurity incl

ternal and exte
ng yourselt onli

rnal threats.”
ne, data protection,

—-rom a technical perspective cybersecurity can be defined
fidentiality, Integrity, Availability. In
udes the necessary state of trust,

both real and percelved, in the Internet, networks, applications,
and devices that provides sufficient confidence In users for

thelr continued use’”

Four definitions emphasised capacity and control on the part of

the individual user:

+ "Cybersecurity I1s knowing how to navigate the Internet safely.
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+ "Cybersecurity 1Is my ability to maintain reliable private commu-
nications online.”’
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E. Cybersecurity and human rights

E.1 Relationship between human rights and cybersecurity

Respondents were asked what the relationship was between
human rights and cybersecurity.

One said there Is clearly a relationship because of the extent to
which the personal has become digital:

Our personal life has a digital part. Our recorded files, Imag-
es, messages, history, interactions are [increasingly| in digital
form. Our memories are also linked to digital experiences.
Our experiences, good or bad too and all have a “cyber com-
ponent”. The digital world surrounds us more and more,
therefore our personal security [increasingly] depends on cy-
bersecurity. Feeling safe now depends on the digital. Every-
one has experience |of] the bad feelings of the aggression of
getting a message or call in the middle of the night that your
credit card or bank account has been stolen, your account,
computer or mobile has been hacked, someone has pub-
Ished a personal photo about you, or said something bad In
Twitter, etc.

Another responded talked about the dual nature of the link. One
the one hand, threats can impact on the right to access, or the
right to privacy. But on the other hand, measures taken to In-
crease cybersecurity can themselves infringe on rights:

Threat|s| to data and network|s] would infringe on the right to
access by shutting down networks, and [infringe] on the right
to privacy by leaking personal data or altering confidentia
information. [On the other hand] measures [towards| cyber-
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security could infringe human rights by surveilling networks
and devices, or by retaining and [harvesting| personal data for
investigation.

Surveillance was also mentioned by another respondent, who
further pointed out that rights advocates are to some extent
narve In how they perceive, and use, technology:

-lectronic communications and media can be used to track,
intimidate and manipulate people. Human rights i1s a political
issue and as such, technology Is just another tool in the politi-
cal arsenal. People who advocate tor the rights of the techno-
logically excluded, might not be aware of these new weapons
that can be pointed at them, to silence them or paint them In
an unfaithtul light.

Another pointed out how “cybersecurity Is often used as an
excuse by governments to disproportionately increase their sur-
velllance capacity.’

One respondent noted that both cybersecurity and human rights
rely on two very fundamental concepts or principles: privacy and
anonymity. This is an int erestmg comment, and supports APC's
DosItion that cybersecurity IS a human nghts ISsue and that
respect for rights, such as the right to being anonymous online
and the right to privacy, contributes to cybersecurity and affirms
human rights.

Someone else put this very succinctly: "Cybersecurity protects
human rights.” Another affirmed this by stating: “Cybersecurity
gives more confidence to users or protects thelir data, and by
doing so protect|s] their rights”
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Another respondent @

and cybersectu

escribed the link between human rights

rity as follows:

At one level, cybersecurity Is the extension of our rights

offl
lead to derogatior

ine. At a more

oractical level, misuse of cybersecurity can

our rights to privacy, confidentiality as well

as to dignity, and in extreme cases to the right to life.

Someone responded from a broad view of cyberspace:

Cyberspace 1s a means by which people interact, communi-

cate, develop soc
exercise their hu
people’s Interactio

intervention, both f

lally and economically. To be able to
man rights in the digital environment

ns online must be secure of outside
Tom governments and private companies.

Another illustrated the relationship through an example:

| et

US say a hospr

of Its patients, Incl
Clous attacker gets access to that data and publishes it In a

widely accessible manner. Have the patient's human rights
been violated through the exposure? The patients will fee

al stores Information on the health status
uding what they suffer from. Then a mali-

insecure, exposed and vulnerable. That Is an example of the

relationship
example of t

One pe

curity ¢

‘sSon summed |

enies me the a

vetween human rights and cybersecurity. An
NIS breach happened Iin Singapore.

t up concisely: "“Deprivation of my cyberse-
bility to defend human rights’”’
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E.2 What human rights do you see threatened
by cyber insecurity?

rights described in formal or legal language.

Seeking, accessing and sharing information

Respondents highlighted the following rights. It Is iImportant
to note that they did not have a drop down list of fundamental

"The right to citizens participation in governance. Cybersecurity

concern Is leading to closure and shutdown of the internet,

thus

making i1t difficult for people to recelve and share information.

Without this, cultural expression i1s hampered. Again, witho
iInformation, citizens are unable to make informed decisior
are unable to participate meaningfully in the governance o
countries.’

Privacy and freedom of expression

"Right to privacy or data protection by mass data leakage,

intelligence agencies.’

{

one suspects he 1s under survelllance.”

{

Privacy and data protection.”

Access to the Iinternet

r

Ut
~and
thelr

by selzure and search, and survelllance by investigative and

Privacy mainly, and by extension freedom of expression, when

‘Cyberattacks that bring down networks interferes with people’s

ability to access the internet.”’
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Human rights in general

Two respondents felt that all human rights are threatened. One
elaborated:

Platform operators filter who sees our messages, Infringing
on our right to free speech. Knowledge about disease can be
Ife threatening or lite changing — privacy, freedom of asso-
clation, education, forced labour — all of these things can be
undermined by technology, and technology that can aftect
something for the positive necessarily affects it to the
negative If It does not function transparently and as would
be expected by the non-technical.

The other mentioned the impact on rights of cybercrimes such
as phishing and identity theft.

F. Threats related to cybersecurity or insecurity

Respondents were asked to identify three different types of
cybersecurity threats: threats to them personally, threats to
thelr organisations and the people they work with, and threats
to broader civil soclety. There was a lot of overlap between
what respondents saw as threats to them personally, to their
organisations and to civil soclety in general, and it was difficult
to document responses In a way that Lsequy categorises the
threats in the table below, which contains a lot of repeated
content.

One respondent remarked that what 1s unique to threats in
cyberspace Is that the tools and means of attack are “equal-
ly avallable to small groups of criminals and extremists.” Sever-
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al pointed out that survelllance, one of the most commonly felt
threats, I1s perpetrated by state institutions, such as law enforce-
ment and Intelligence agencies, as well as by companies. Some-
times survelllance 1s backed up by regulation, at times it 1s visible,
often It Is not. One respondent suggested that internet service
providers are often complicit with state-driven surveillance.

The inability to trust that one's communications are secure and
private undermines civil society's effective use of the internet.
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F.1 Types of threats and their targets

Threats to you personally

Threats to your organisation
and those you work with

Threats to civil society

Survelllance

» |In different forms from different
sources including states, plat-
forms, intelligence agencies.
Sometimes this Is through reg-
ulatory measures, and some-
times it Is “unofficial”.

» From law enforcement and intel-
igence agencies.

» Survelllance through regulation
of the internet.

Lack of control over technology

one uses and of one’s own data

» Lack of control over personal
data being collected by differ-
ent actors, possibility of use of
metadata to intrude on priva-
cy of individuals, governments
reading cybersecurity to deploy
electronic survelllance on ordi-
nary people, the possibility that
it may harm democracy.

+ Dependence on email providers
who are part of the military-in-
dustrial complex. Primary ad-
dress is Gmail, secondary is
academic but the academy has
outsourced the service to Mic-
rosoft. Following a particularly
iIntense bout of Wikileaks-related
communication on the [organ-
isation’s] list, | was locked out
of my Gmall account for some
hours (by being told my pass-
word was wrong, and when |
tried the procedure for changing
passwords, the recovery code
falled to come to my phone as
promised. However service re-
sumed with the old password at
exactly midnight.

Physical and psychological

threats

+ Seize and search of my device
by law enforcement agencies.

+ Threats to the security of my
environment with the intention
to cause harm or affect my per-
sonal Integrity, emotional state,
etc.

» Attacks on critical infrastructure
functioning.

Survelillance

+ From law enforcement and intel-
igence agencles

» Loss of the right to privacy

+ Government survelllance

+ Metadata retention

 Private surveillance and hack-

ing.

Physical and psychological

threats

» Attacks to critical infrastructure
functioning.

» Coordinated attacks against vul-
nerable groups’ online presence.

» Seize and search of our server
by law enforcement agencies.

» Hacking of or attacking to our
servers.

 Equivalent to the list before, but
applied to my technical, com-
munity service and political ac-
tivity, that can prevent, limit, or
change my freedom, actions, ef-
fectiveness, reputation, etc.

+ Cybersecurity Is not something
| study, and I1s not something
that is top of mind - | know how
to keep a computer secure, and
how many ways there are to
break that security.

+ The ability of people, especially
women and girls to feel safe on-
Ine the ability to use the internet
without government shutdown
the differential in terms of both
accessibility and affordability
that is driving digital marginal-
ization and exclusion of certain
groups of people.

+ To my work:

o Collecting data and personal
information.

o Survelllance through regula-
tion tools.

» To those we work with:

o Non respect to privacy
o Collecting data and personal
information.

Survelllance

» Data collection, wiretapping, lo-
cation tracking, hacking etc.)
from law enforcement and intel-
igence agencies

+ Government survelllance

+ Metadata retention

 Private survelllance and hack-

ing.

Physical and psychological

threats

+ Harassment

» Attacks to critical infrastructure
functioning

» Coordinated attacks against vul-
nerable groups online presence

» DDoS attacks

» Selze and search of devices by
law enforcement agencies

+ Exploitation in many forms, con-
trol in different degrees (from
the subtle of ads, to the strong
of physical abuse) all supported
by digital components.

» Over-dramatization of cyber-in-
security by governments to
want have undue control over
how people access and use the
Internet.

» Everything is digital or has a
digital component nowadays,
therefore anything can be af-
fected, controlled to affect, de-
termine, prevent, coerce, sup-
press or transform our collective
perceptions and actions.

» Civil soclety 1s dependent on
technology to get through the

day - more so In urban centers

than in rural areas. A system

that experiences down time due
to a breach can result in wasted
time or lost lives in a worst case.

Moreover, a government, ISP or

platform operator, with undue

visibility - or unequal visibility

of a data set, might make eco-

nomical or political decisions or

Interventions to achieve a goal

that will benefit a few at the ex-

pense of a many.
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Threats to you personally

Threats to your organisation
and those you work with

Threats to civil society

Hacking/exposure of personal

details (cybercrime)

» Threats resulting from cyber-
crime that can lead to loss of
data, financial losses and identi-
fy theft:

o Phishing attacks
o Malware attacks
o Website hijacking
o ldentity theft

o Viruses.

» Hacking of my personal account
(by various criminals).

» Access and disclosure against
my will of personal details, files,
bank account, opinions, detalls
In general.

Blackmail, manipulation and/or

Intimidation

» Taking advantage of detailed
knowledge about me and my
activities to have an influence
or power to lImit my freedom,
choice, emotional state, options,
activity.

+ As a systems/network adminis-
trator, | may be caught off guard,
or manipulated by power struc-
tures In my or another organiza-
tion, to give access to someone
with a nefarious purpose, explic-
itly or through my own neglect.
| may be kept busy with some-
thing else while something that
should not happen takes place
under my watch. | may not have
control over parts of the net-
works that | am tasked with pro-
tecting. | may be responsible for
more networks and more un-
informed people running these
networks, than | am capable of
supporting.

Other

+ Misinformation.

+ Military use of cybersecurity
technologies, not only for
prevention of attacks but also
for cross-border offence in
some cases.

+ Security measures put In place
counter productively creating
newer threats.

» Disproportionate measures al-
tering the way we live our lives.

Threats from security providers

and services

+ Security only exists In layers,
and some of them are organi-
zational and social, while most
of them are purely technical.
Someone, say an “auditor’ or a
‘supplier” might intertere with
a system that | am tasked with
maintaining, in order to under-
mine my ability to achieve a cer-
tain scale or uptake of a service
run with a certain economical
or political motive. Communi-
cations can be blocked or ma-
nipulated such that those iIn my
organization are undermined, or
had undue influence.

Hacking/exposure of personal
details/information (cybercrime)
» Phishing attacks

+ Malware attacks

+ Website hijacking

» Personal data leaks

» Viruses

» Stolen data

+ |dentity theft and fraudulent ac-
tivities

+ My computer and phone are no

onger my own.

» Most of my data is inevitably on
the cloud.

* My Internet connection Is not
secure,

+ Someone wrongly decides to
add one of my email address-
es to the spam list, | don't know
that, and even when | find out,
there I1s very little that | can do to
remove the wrong entry. Same
S true of a tweet or Facebook
post not added to the hashtag
stream or post feed.

Hacking/exposure of personal
details/information (cybercrime)
» Personal data leaks

» Phishing

» Viruses

» Data theft.

Loss of civil liberties

» Various cybersecurity measures,
seen and unseen, though neces-
sary to some degree, are often

decided without consultation or

due examination and result In

the erosion of civil liberties.
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F.2 National, regional and international threats

National threats

Regional threats

International threats

Mass data leakage by insider of data
controller or hacking, which lead to
fishing and identity theft.

Hacking or attacking of critical re-
sources from hackers (some of them
may be from north Korea)

Hacking of accounts, specially with
economic and privacy implications
(bank account, credit card, personal
email or social info, tax info, health),
impersonation.

Monitoring of communications (voice
and Internet), not only as a result of a
legal request, but also by massive or
targeted survelllance by the police and
specially secret services.

Monitoring of private actors of in-
fringements such as copyright or soft-
ware licenses.

Profiling of citizens as they use private
or public transportation, and other
similar profiling activities from wide-
spread data collection (faces, license
plates, etc.).

Attacks to infrastructures.

The above plus perhaps additional sur-
velllance related to the political situa-
tion of the independence movement,
which has brought probably covert
mass survelllance, DDoS and hacking
attacks, etc.-

Using hacking tool for surveillance by
iInvestigative and intelligence agencies.
Mass survelillance by intelligence
agencies.

Cyber attack or hacking between
countries.

Too many to list, and not different
from the previous.

| do not think cyber security discrimi-
nates based on country - but illiteracy
and low technical knowledge might be
a bigger problem here than elsewhere.

| do not think cyber security discrimi-
nates based on country - but illiteracy
and low technical knowledge might be
a bigger problem here than elsewhere.

Opaque and proprietary systems, that
can not be examined - and proprietors
of those who can not be held to ac-
count.

Lack of data protection mechanisms,
hate speech online, gender-violence
online.

Lack of data protection mechanisms,
hate speech online, gender-violence
online.

Data protection and privacy issues

We have rogue police and intelligence
staff and adjacent private operators

(usually ex-cops/agents) who access
cellular metadata at will due to the re-
quirement that we register every SIM.

Some countries have internet shut-
downs at politically tense times. In SA.
we had a jamming attempt within the
house of Parliament a few years ago
but It was cut short by the united out-
rage of opposition parties.

The military-industrial complex. All
that Snowden et al revealed.

Same as mentioned in previous
section

The same as above, including expan-
sive state funded attacks

Phishing attacks
Hacking attacks
DDoS attacks
Malware infections.

1. Lack of updated data protection reg-
ulation

2. Lack of updated cyber crime regula-
tion

3. Phishing

4. Personal data leaks

5. Government and private survelllance
and hacking

6. Coordinated attacks from foreign
actors to financial system.

7. Survelllance through regulation
tools

1. Government and private survelllance
and hacking

2. Lack of protection for encryption

3. Software backdoors

4. Lack of updated data protection reg-
ulation.

5. Survelllance through regulation
tools

1. Government and private survelllance
and hacking

. Lack of protection for encryption

. Software backdoors

Personal data leaks

.Phishing

. Attacks to critical infrastructure
functioning

7. Coordinated attacks against vulner-

able groups online presence
8. Metadata retention.
9. Privacy data protection

TN WN
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Same as above Online fraud targeting financial institu- Rights to personal privacy and data

tions, hacking, spying or cyber espio- protection
nage
1. Unsecured phones, operating sys- 1. First of the global threats are iden- 1-3;4-15; 18-21; 27, 29-30 some IndI-
tems. tifled by answering the questions rectly.
2. Lack of knowledge to judge what "how secure Is security?” and
and what not to trust on the Inter- "Whom does Security secure?”
net. 2. Distinct from (1) above, the inter-

national threats concern the help-
lessness concerning the inevitable
vulnerability of physical spaces, in-
frastructure and lives in a world of
real, percelved and propagandised
historical and some current injus-
tices by one nation to another, by
one culture to another, in both direc-
tions, often as a crossflow

G. Mapping national and regional cybersecurity
landscapes

Fleven APC members from nine countries (two each from two
countries) completed a national and regional cybersecurity map-
pINng exercise which asked them to identity related institutions
and actors and processes. In Africa there were responses from
Cameroon, the Gambia, Nigeria, South Africa and Uganda; in Asia
from India and South Korea; and in Latin America from Chile.
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G.1 Korea

Key cybersecurity
actors

Organisations
relevant to
cybersecurity

Decision-making
structures

Organisations
relevant to
human rights

“Cybersecurity
decisions are
made Iin a multi-
stakeholder
manner”

Recent
cybersecurity
legislation

National actors
undermining
human rights

National Security Office
under Blue House
National Intelligence
Service of Korea
Ministry of Science and
ICT

Korean Internet & Secu-
rity Agency (KISA)
National Assembly In-
telligence Committee
Technology Research
Institute for National
Security (NSR)
Academia, such as Ko-
rea University Graduate
School of Information
Security

NO response

Officially National Se-
curity Office under Blue
House Is responsible
for national cyberse-
curity strategy and co-
ordination, But | guess
National Intelligence
Service of Korea would
do that in practice.

National Intelligence
Service of Korea has
been responsible for na-
tional cybersecurity pol-
icy and cybersecurity
of public network. But
NIS has been infamous
for political intervention
and inspection against
civilian which infringe
human rights severely,
so has been demanded
to reform its mission,
authority and structure.
There 1s not supervisory
mechanism to monitor
the NIS.

Strongly disagree

There Is no public con-
sultation for national

cyber security strategy.

Even the intelligence
committee of the Na-
tional Assembly Is very
closed.

National Cyber Safety
Management Regulation
(presidential decree)
ACT ON THE PROTEC-
TION OF INFORMATION
AND COMMUNICA-
TIONS INFRASTRUC-
TURE, which is for cyber
security of critical infra-
structure in public and
private sector

ACT ON PROMOTION
OF UTILIZATION OF IN-
FORMATION AND COM-
MUNICATIONS NET-
WORK, which includes
provisions for cyber se-
curity in information and
communication network
ELECTRONIC GOVERN-
MENT ACT, which in-
cludes provisions for cy-
ber security of electronic
government system
PROTECTION OF COM-
MUNICATIONS SE-
CRETS ACT, which deals
with wiretapping and
access to meta data by
investigative and intelli-
gence agenciles.

ACT ON ANTI-TERROR-
ISM FOR THE PROTEC-
TION OF CITIZENS AND
PUBLIC SECURITY

National Intelligence
Service of Korea has
been responsible for
national cyber security
policy and cyber secu-
rity of public network.
But NIS has been infa-
mous for political inter-
vention and Inspection
against civilian which
infringe human rights
severely, so has been
demanded to reform its
mission, authority and
structure. There Is no
supervisory mechanism
to monitor the NIS.
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G.2 Spain

“Cybersecurity

vices, public cyber-
security agencies
(e.g. CNI from the
Spanish gov, the Se-
curity office of the
Catalan government
as well other regions,
data protection agen-
cles, the academic
Red.es, CERTSs, EU),
police (specialised
groups on cyber-
crime), private op-
erators (telecoms,
cloud, services). Civil
soclety and informal:
such as NGOs doing
campalgns such as
nodo50, x-net, Pangea
among others.

Isations on the public
sphere (e.g. national
and regional govern-
ments, data protec-
tion agencies, EU),
private organizations
IN the private sector
(every large service
provider)

directly

practically enacted.

. Organisations .. . Organisations decisions are Recent National actors
Key cybersecurity Decision-making . . . .
relevant to relevant to made in a multi- cybersecurity undermining
actors . structures . S .
cybersecurity human rights stakeholder legislation human rights
manner”
Formal: secret ser- Governmental organ- Hard to explain, not Disagree Yes, passed but not Several actions by

police and secret ser-
vices have that effect,
sometimes from de-
iberate action (inter-
est to cause problems
or condition some
DErsons or groups),
sometimes from In-
action, others from
Incompetence on lack
of understanding (e.g.
blocking, disclosing,
creating false infor-
mation).
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G.3. South Africa

There were two respondents from South Africa.

Organisations

Organisations

“Cybersecurity
decisions are

Recent

National actors

Key cybersecurit Decision-makin . . . .
y &Y Y| relevant to J relevant to made In a multi- | cybersecurity undermining
actors : structures : . . .
cybersecurity human rights stakeholder legislation human rights
manner”
First respondent: First respondent: First respondent: First respondent: First respondent: First respondent: First respondent:

Our government has

a cybersecurity task
force - but it Is trying

to replicate things that
have already been per-
fected by other institu-
tions, poorly. We have
Internet service pro-
viders' associations,
and ISOC chapters

- who barely manage
to scratch the surface
toward doing anything
meaningful - with just a
bit of the right incentive
or motivation, they can
be a lot more practi-
cal. All previous efforts
that | am aware of have
been meaningless and
short lived efforts by
commercial bodies to
extract revenues.

Second respondent:
Rogue police and intelli-
gence

The large ISPs. They
engage with people
using technology the
most, and a message
from them might be
more relevant - they
lack incentive and
skills to do anything
meaningful.

Second respondent:
Right2Know,
Research Internet
Africa, ISOC, commu-
nity networks.

| don't know much about these,
and | am skeptical of their use-
fulness in this. For every reg-
ulation there is an equal and
opposite loophole. This Is not
only true of requlations, but it
happens In cybersecurity in real
time. There are however mitiga-
tion tactics that are exponen-
tially more effective than oth-
ers - for example rate limiting
makes technology act more like
real world things. A firewall can
protect insecure items much
like a front door can protect
things inside a house. | doubt
that complex technical matters
are explained simply enough to
lawmakers and politicians, and
It anyone can it would be us -
there are only so many types of
vulnerabilities, and each can be
articulated in a simple, universal
metaphor, relevant to the culture
or context, putting the risk and
the effectiveness and sacrifice
needed for an effective mitiga-
tion, In context.

Second respondent:

We have a moronic Film Control
Board which railroaded impracti-
cally megalomaniacal legislation
that could enable censorship,
plus the "normal” survelllance
already mentioned above

Isn't all of government
tasked with protect-
INng our human rights?
They all use technol-
ogy. But each depart-
ment needs Its own
iIndependent “cyberse-
curity” and “technology”
department, because
It they all use the same
one, thatis arisk - it

s like having a soldier
commanded by some
outside iIndependent
army, in each body of
government, ready to
strike at the command
of another body.

Second respondent:
Police (“Crime Intelli-
gence"), State Security
Agency, Film & Publi-
cations Board all have
survelllance capacity
and ability to censor.

Strongly disagree
Comments: Political
participation in our
country 1s low - espe-
clally so in technolo-
gy. Very few people
know how our pro-
cesses work, and few-
er still can afford to
take the time to par-
ticipate - most partic-
ipation comes from
large groups with
vested interests. Out-
reach to educate peo-
ple on the workings
of technology, and
grants to promote
participation, can im-
prove things.

Second respondent:
Disagree
Comments: We have
a charade of pub-

ic participation but
IN the end power IS
served.

| am not on top of
this, but | have seen
meetings about drafts
and government
things, at tech confer-
ences.

Second respondent:
Yes, with more In the
pipeline.

Not that I'm aware of.
How would one no-
tice? Would someone
who IS Incompetent
at raising the issues
practically count?
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G.4 Nigeria

There were two respondents from Nigeria

The State Security Ser-
VICeS

Office of the Attorney
General

The National Information
Technology Development
Agency

16. National Commission
for Identity

Nigeria Communications
Commission

Second respondent:

National Information
Technology Development
Agency

Nigerian Communica-
tions Commission

The Cybercrime Experts
and its Annual Confer-
ence.

Second respondent:

* Paradigm Initiative

* CcHub

* Digital Rights and In-
clusion Forum

National Information
Technology Develop-
ment Agency and Nige-
rlan Communi-cations
Commission (NCC)

iIng of human rights.
Some of these orga-
nizations want tighter
government control of
the Internet. Some have
cause the arrest and
detention of bloggers
and journalists for a
purported cybercrimes.

Second respondent:
Paradigm Initiative and
CcHub are civil society
organizations working
to secure citizens' cy-
bersecurity.

“Cybersecurity
. Organisations . . Organisations decisions are Recent National actors
Key cybersecurity Decision-making . . . .
relevant to relevant to made in a multi- cybersecurity undermining
actors : structures : . . .
cybersecurity human rights stakeholder legislation human rights
manner”
First respondent: First respondent: First respondent: First respondent: First respondent: First respondent: First respondent:
 Office of the National Se- | The National Assembly | The enactment of the | All of previously men- | Disagree Yes They Interpret any
curity Adviser Committee on Cyber- Cybercrime law tioned organisations. view that is critical of
* The Economic and Finan- | crime and its Annual Their action iImpact on | Second respondent: Second respondent: government or gov-
clal Crimes Commission | Conference Second respondent: space for the flourish- | Disagree Cybercrime Act 2015 | ernment officials as

cybercrime.
Second respondent

Second respondent:
The NCC sometimes
passes policy which
undermines human
rights in the digital
age.
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G.5 Chile

“Cybersecurity

* Ministry of Ministry
of Domestic Affairs

* Ministry of Defence

* |Inter ministerial
cybersecurity
committee

* Cybersecurity
Alllance

» Secretariat of Tele-
communications

* Derechos Digitales

* Tech industry

tic Affairs

* Cybersecurity chief

* Inter-ministerial
cybersecurity com-
mittee

* National Congress

Inter ministerial cy-
ber-security com-
mittee (executive
branch), Ministry of
Domestic Affairs

structures, since cy-
bersecurity discus-
sions and policies al-
ways Involve human
rights.

Comments: The Na-
tional Cybersecurity
Strategy was drafted
IN a multi-stakehold-
er manner, but since
the new government
took over, decisions
have been made in a
less open and partici-
patory way, giving ex-
cesslive participation
to Industry and not
enough room for civil
soclety.

passed recently cre-
ating the cybersecurl-
ty awareness month
(October), we are also
currently discussing
the modification of
the cybercrime law to
implement the Buda-
pest Convention.

. Organisations .. . Organisations decisions are Recent National actors
Key cybersecurity Decision-making . . . .
relevant to relevant to made in a multi- cybersecurity undermining
actors . structures . S .
cybersecurity human rights stakeholder legislation human rights
manner”
* Government CSIRT * Ministry of Domes- National Congress, All decision-making Disagree A new law was The police and the

iInvestigation police
tend to push to ex-
tend the period of
data retention and
reduce the rights of
people to due process
In cybercrime legisla-
tion. They are Increas-
Ingly implementing
the use of surveill-
lance software in their
iInvestigations without
specific oversight or
regulations regarding
those uses.
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G.6 Cameroon

Key cybersecurity
actors

Organisations
relevant to
cybersecurity

Decision-making
structures

Organisations
relevant to
human rights

“Cybersecurity
decisions are
made In a multi-
stakeholder
manner”

Recent
cybersecurity
legislation

National actors
undermining
human rights

ANTIC, www.antl.cm
ART, www.art.cm

ANTIC, www.antl.cm
ART, www.art.cm

ANTIC, www.antl.cm
ART, www.art.cm

National Commission
on Human rights

Strongly disagree

Yes: Loi_2010-072_
cybersecurite_cyber-

Yes. Many actors cit-
ed, are not indepen-

Authority. ICT Line
Ministry and The IT
Association

Governance Forum

Working with Our Min-
istry of Justice

Comments: It Is dis-
cussed within our
national IGF steering
committee.

Police structures police structures ANTIC, www.antli.cm Comments: Only the criminalite dent and so can not
ART, www.art.cm state and his agen- be neutral.
cles are involve on the
ISSUES.
G.7 The Gambia
“Cybersecurity
. Organisations . . Organisations decisions are Recent National actors
Key cybersecurity Decision-making . . . .
relevant to relevant to made in a multi- cybersecurity undermining
actors : structures : . . .
cybersecurity human rights stakeholder legislation human rights
manner”
The Reqgulatory National Internet At the ICT Ministry The ICT Line Ministry Strongly disagree. NOT YET
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G.8 Uganda

“Cybersecurity

. Organisations .. . Organisations decisions are Recent National actors
Key cybersecurity Decision-making . . . .
relevant to relevant to made In a multl- cybersecurity undermining
actors : structures : . . .
cybersecurity human rights stakeholder legislation human rights
manner”
FIFA regularly con- 1. UCC; NITA -U and Ministry Disagree YES The institution of par-
Uganda Communi- vened by CIPESA 2. NITA-U; of ICT, CIPESA, Wom- llament which Is used
cation Commission, 3.CERT; en of Uganda Net- Comments: Normally as a patronage tool In
National Information 4. security work, etc. this are done by gov- Uganda, those In se-
Technology Authority, establishment ernment actors and curity establishment
Computer Emergen- those In security who likes to securitise
cy Response Team, cyber security Issues
Uganda Registration etc.
Services Bureau, Tele-
com Companies and
security establish-
ment
G.9 India
“Cybersecurity
. Organisations .. . Organisations decisions are Recent National actors
Key cybersecurity Decision-making . . . .
relevant to relevant to made in a multi- cybersecurity undermining
actors : structures : . . .
cybersecurity human rights stakeholder legislation human rights
manner”
Closed Government Strongly disagree YES The institution of par-

CERT, cyber security
divisions of provincial
(state) police, central
(federal) bureau of In-
vestigations, Ministry
of Home, a few quasi
government agencies,
NGOs, private con-
tractors

and Law Order Agen-
cy meetings and
closed deliberations
largely determine cy-
ber security measures
In India at present. In
India and elsewhere.

Comments: Normally
this are done by gov-
ernment actors and
those In security

llament which Is used
as a patronage tool In
Uganda, those In se-
curity establishment
who likes to securitise
cyber security Issues
etc..
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H. Research agenda

Respondents were asked what cybersecurity concepts and
issues they would like to see unpacked and investigated as part
of a longer-term APC research agenda. Responses included:

+ Effects of mass survelllance on different social + The nexus between human rights and cybersecurity,
groups. how cybersecurity Is being used by governments to
+ Unlawful actions by secret services, police, and private derogate human rights.
actors. » The role of state-sponsored hackers.
» The cybersecurity of social media platforms (run by » Connection between cybersecurity and gender.
private organisations). » How can multistakeholder participation help develop-
+ The security and privacy of software and tools. INg countries create better implementation of national
+ Economic and other forms of crime. cybersecurity policies.
» Effects on critical infrastructures. + Model of founding multistakeholder cybersecurity ini-
» Cybercrime in general. tiatives in developing countries.
+ Abuse of vulnerable groups. » Cybersecurity protecting human rights.
» Explaining cybersecurity simply. » How cybersecurity issues operate across different re-
+ The relevancy of policy — other than governments who glons — what the commonalities and differences are.
want skeleton keys to all our digital lives, or want to + Personal data protection.
keep ISPs and platforms from the same. State-spon- » Collaboration by global civil society to maintain
sored attacks. cybersecurity.
+ The gravity of certain security threats and understand + Cyberoperations and the application of humanitarian
it and why such grave threats do not have anything law to cyberspace.
other than solutions on the present track, which to + Technical aspects of cyber security — critical network
my uneducated mind, appears counter-extreme, or at infrastructures, etc.
least disproportionate, and In some cases unjust to- + Actual and potential contribution of community net-
wards a good section of those inevitably classed to- Works

gether with the offenders. If there Is even a minor pos-  + Cyber war or conflict between nations.
sibility of resolving issues by an alternate master plan

and by alternate strategies, | wish to explore and con-

tribute.
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|.Respondents’ interest In further work on
“putting cybersecurity on the rights track”

Respondents were asked If they were Iinterested In participating In

APC’'s work on human rights-based approaches to cybersecurity;,

and, If so, how.

All said yes. Many said they were interested In research, rights
activism, communications and outreach, and awareness raising.
Some sald they felt they lacked knowledge and expertise In the

area and there Is a definite interest in capacity-building
nities. Several said they would like to collaborate with ©

OppOrtu-
thers In

the network and share experiences. Most said they would like to

Interest in playing an advocacy role:

participate in APC-initiated events and projects. One emphasised

Absolutely by playing advocacy at national, regional and
international level. | am also available to support APC in any
way possible. | am also concerned about the primacy of state
actors regarding cybersecurity iIssues and the fact that any-

thing can be securitised by actors of the state as sec

Urity or

cybersecurity iIssues. | need practical technical skills to help
debunk, advocate and engage actors around these aspects.
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